The issue of the identification of nontechnical losses existing in power grids due to energy metering systems inaccuracies as well as possible energy theft is shown in the paper. Localization of losses is possible by means of a mathematical method that determines energy flows distribution and losses using a grid graph. This issue is known as Energy Flow Problem. The solution of the problem is based on the energy balance equations for all the nodes and branches of a circuit. Energy flows are calculated using energy measurements to satisfy all the balance equations. A framework of the mathematical model is formed by the state estimation theory. The paper shows that a difference between measured flows values and calculated flows values determines a value of nontechnical energy losses. The method is effective for inaccurate measurements identification and bad data detection. The method shows good results being proved by calculations as well as by practical energy audits of large distribution utilities.
Introduction
In low-income areas growing rates for electricity are accompanied by growing level of the non-technical losses. In many countries losses are limited by an established value not to be exceeded by distribution utilities. If actual losses of energy determined by means of meter reading exceed the regulatory energy losses distribution utilities being financially responsible for the grid efficiency bear a loss. Although regulatory losses can be calculated in a different ways depending upon the voltage level and grid flows information the basis in fact is the energy losses in power equipment.
The paper analyzes the level of energy losses is primarily due to non-technical losses. Non-technical losses are also known in Russia as commercial losses depending upon metrological parameters of energy meters and energy theft. There are the non-technical losses in high-voltage grids at the exchange boundaries of power between distribution utilities and other participants of the electricity market. In high-voltage grids non-technical losses appear due to poor metrological characteristics of metering complexes, such as current transformers and voltage transformers, electricity meters, voltage drop in cables and errors in data channels. The analysis shows that a violation of the metrological characteristics of high voltage measurement systems leads to a negative systematic error in the measurement of electricity, that is, the measured value is more than the actual value of the measured energy. If the power is released from the electric grid such underestimation increases the losses. If the electrical energy flows into the network the underestimation decreases the losses [1] .
Theoretical background
There is a widely used term of actual power losses A W ∆ , which is determined from measurements obtained from electricity meters. When manually taking readings from the electricity meters actual losses are determined every month, if there is an automated meter reading time period can be less than one hour. For any component of the power grid reporting losses are determined by the equation of electrical energy (EE) balance: Energy audits show that percentage of commercial (non-technical) losses component can reach 50%. For the distribution utilities with the main consumers located in rural areas commercial losses can at times exceed technical ones, especially if the voltage level of 0.4 kV is used. There were the instances when the losses exceeded 50-60% of the incoming amount of electricity [1] . It undermines the economy of distribution utilities and increases the rates. Finally, the loss for distribution utilities due to the commercial losses is covered by the conscientious consumers. Detection, localization and reduction of commercial EE losses become an urgent issue. One of the least expensive ways to identify the commercial losses centers is the mathematical processing of metering systems data or Energy Flow Problem solution (EFP) [2] [3] [4] . Using the EFP it is possible to detect the centers of commercial losses and to eliminate them.
A brief look at the essence of the issue is necessary before proceeding to the main problem. The EFP can be presented as energy flows calculation based on the measurement data from energy metering systems. While the measured flows balance for the nodes and the branches cannot be met due to the flows measurement errors, the condition of equality is the main constraint for the system. It is shown in [3] [4] [5] that the EFP is advisable to solute using a methods based on the state estimation theory. The state estimation theory is well suitable to solve the problem of the steady state calculation according to telemetry [5] . The difference between the Power Flow Problem and the Energy Flow Problem is that the first problem is solved in the space of active and reactive power for instant moment of time, and the second problem is solved in the space of active and reactive power flows for period of time corresponding to the measured energy. A weighted sum of the squares of the measurement relative errors is an objective function of EFP:
where
is calculated EE value at grid point i. When a measurement i is beyond the scopes of accurate measurements range
is fixed at the boundary. The weights of measurements are taken inversely proportional to the square of the total relative error of measurement systems:
where 
Given the time T , the losses of active EE due to load flows in all linear network elements depend upon the active resistance ij R : Also it is necessary to take into account permanent EE losses modeled by a shunt conductance G :
If the number of meters is sufficient and the distribution of metering points is even, it is possible to calculate EE flows for the branches where there are no meters. The possibility of such a calculation is determined by the hardware configuration and structure of the accounting system. In the state estimation theory this property is defined by the term "observability."
Without dwelling on many problems inherent in the EFP, it should be noted that the result of its solution is balanced flows of active and reactive EE calculated for all the elements of the grid. Technical EE losses for all the circuits are also calculated according to (6) and (7).
To decrease the commercial losses is important to know how they are distributed on the grid parts. The paper shows how the localization of commercial EE losses is implemented in terms of the EFP. The total commercial losses should be localized at the boundaries of the controlled grid fragment. The boundaries of the controlled fragment are accounting systems fixing useful EE output, i.e., billing metering systems as well as transit accounting systems. In other words, the boundaries are all the accounting systems involved in EE balance controlling of the given distribution utility. The network model (equivalent circuit) for controlled distribution utility must correspond to its borders of operation. The sum of all the measured energy flows on the grid boundaries of the utility will be equal to the reporting EE losses, provided that the received energy is added with a plus sign, and released is added with a minus sign:
In terms of the mathematical model of the EFP nodal balances of calculated EE flows CALC i W are strictly met. Losses in the grid components are calculated, that is purely technical. The total technical losses of considered grid component will correspond to the sum of calculated power flows across the grid boundaries:
Thus, taking into account (2), total commercial losses will be equal to the difference between measured and calculated volumes of EE on the boundary of the distribution utility.
Also:
( )
The difference between measured and calculated values in the theory of state estimation is called an estimating residue. This difference determines the share of total commercial losses associated with a boundary accounting system i.
(12) Thus, the total commercial losses of a grid component are equal to the sum of commercial losses of all the boundary accounting systems:
The accuracy of the total distribution between particular meters will depend on how estimated EE flows are close to the true (but unknown) values. Refining of the EE flows derived from the model of EFP compared with the measured flow is possible if there is the excess of measurements. Without redundancy total commercial losses will be distributed between boundary meters proportionally to the adopted (released) EE amount. The problem of observability of the EF is considered in [8] in relation to the flows of electricity. It is shown that for the EFP observability number of measurements should not be less than the number of branches in the circuit. The basic requirement for the placement of electricity meters are formulated to ensure the conditions of observability and redundancy to be met, allowing data check and localization of business losses.
The relative percentage of commercial losses will be the same for all boundary meters. This situation corresponds to the same accuracy for all the meters participating in the energy accounting. Given a different accuracy of accounting EE meters distribution of total commercial losses between meters according to (4) is inversely proportional to the sum of the squares of the accounting system accuracy class.
A traditional approach to the calculation of technical losses of electricity cannot determine the total value of the technical losses. Furthermore, the total value is calculated on the basis of commercial losses (2) . Localization of commercial EE losses on the grid components is an important advantage of the method. In this case there is a separation of the total value of commercial losses between the two main groups of measurement systems. The first group includes meters accounting inflow energy and transit energy of distribution utility. This type of accounting is usually associated with a relatively small number of meters placed in high voltage grids. Commercial losses in the first group can be determined as a sum of the differences between the measured and calculated values for all meters measuring the inflow:
It is possible to add to the second group all the meters measuring a useful EE output to consumers, that is, all the meters of billing metering. The number of measurement systems in the second group can be overwhelming, especially when the billing metering is in the 0.4 kV distribution network. Very often the measuring systems are the property of consumers. This fact complicates the data control as well as technical and metrological state of meter, as a sequence it increases the value of commercial losses. Commercial losses of the second group are determined by summing all estimating residues from meters fixing supply of electricity to consumers:
The first component of commercial losses
is associated with the metrological accounting errors. The EE losses are unreasonably redistributed between units of energy due to existing accounting errors.
The second component
OUT COMM W ∆ includes a non-metered consumption and EE theft. It leads to the payments for energy from consumers not received by a distribution utility. This component usually plays the predominant role.
An example
In Figure 1 An important requirement for EE accounting systems enabling the identification and localization of EE commercial losses should be noted. This requirement is applied to the information redundancy of accounting systems. The presence of measurement systems on the border of balance area only doesn't permit the localization of commercial losses. To solve the problem of localization it is necessary to use additional meters for technical accounting providing the informational redundancy.
The Energy Flow Problem Solution can be used for the diagnosis of metrological characteristics of EE accounting systems. Given the complete absence of errors in the measurement calculated flows are almost equal to measured flows. If errors exist, then there are the estimating residues. Measured by meter i EE amount can be corrected by the correction factor, defined as
. The correction factor characterizes the estimated error of accounting system. In future perspective the financial settlement between the parties may be considered using correction factors. This means that the settlements should be based on the estimated amount of electricity obtained from the solution of the EFP. In the U.S. there are techniques to make numerical data correction of accounting systems based on the features of its operation mode. This approach is advantageous due to the calculated EE flows providing a balance in all the components of the grid. In conflict situations it can be a tool for litigations resolution. Also it should encourage the participants to maximize the energy transfer accuracy of their accounting systems and degree of information redundancy.
Conclusion
1. There is the problem of increasing electrical energy losses for the majority of distribution utilities due to the increased share of commercial losses. A high level of commercial losses is one of the most serious problems for distribution utilities.
2. The reduction of the energy losses should start with the elimination of commercial losses due to the accounting system imperfection. Identification of commercial losses EE can be made by means of Energy Flow Problem Solution based on the principles of the State Estimation Theory and balance approach to the analysis of grid flows. 3. The possibility and the accuracy of commercial losses localization depends in a great extent upon the information redundancy of accounting systems. In case of redundancy the technique can detect areas of commercial losses and check the measuring system using the mathematical analysis of the measurements.
